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(XQuartz) For SSH X11 Forwarding

by Nix Craft onNovember 11, 20136 comments LAST UPDATEDNovember 11,

in Mac OS X Package ManagememroubleshootingUNIX

| need to tunnel X Window securely over SSH basssisn so that | run X program on
my remote Linux/Unix server/workstation and gethdisplay to my Apple Macbook
pro laptop. I tried thesh - X user @er ver 1ssh -Y user@server2 command on both
OS X Mountain Lion and Apple OS X Mavericks. Bugrh unable to use the ssh
command with X11

How do | fix this problem o®S X and enable X11 forwarding with ssh comniand
How do | install XQuartz (X11.app) server on Ap& X Mountain Lion or
Mavericks?

You need to install XQuartz (X11.app) Tutorial details

on OS X v10.8 or above to use ssh witbifficulty Intermediate(rs9
x11 forwarding. The XQuartzproject is rRgot privileges Yes
an open-source effort to develop a Requirements 0OS X v10.8/10.9+

version of the X.Org X Window Syste
that runs on OS X. This is Apple's
version of the X server.

TEstimated completion time 10m

The latest version of Apple OS X Mountain Lion avidvericks no longer ships with
X11.app i.e. XQuartz server. You need to downloadl iastall the server before using
ssh with X11 forwarding.

Step #1. Download and Install XQuartz server

Misit this page and download XQuarz sen@nce downloaded the XQuarz package,
install the server by double clicking the packagmiin your Downloads folder. Please
follow the instructions on-screen to complete tistallations.
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Step #2: ssh X 11 forwarding syntax

A tunneling protocol is a network protocol whichcapsulates a payload protocol,
acting as a payload protocol. Reasons to tunnkideccarrying a payload over an
incompatible delivery network, or to provide a secpath through an untrusted
network. SSH is frequently used to tunnel insedtattic over the Internet in a secure
way. Simply type the following command to use X ossgh:

ssh - X user @Renpt eser ver NaneHer e
X-app- name- here &

OR

ssh - X user Nane@er ver - | p- Addr ess- Her e
X-W ndow- app- name- here &

Examples

In this example, login to the Linux based nasOYeseas a user called nixcratft:

$ ssh -X ni xcraft @asO1

OR

$ ssh -X nas01

You will see XQuartz server in the Dock i.e. a néQ@Quartz icon sits at the bottom of
side of your screen as follows:

Fig.01: X11.app ( XQuartz ) loaded at the Dock

To test X11 by running xeyes or xclock or any apotGUI application you wish. The
syntax is as follows on your remote server:
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$ app- nane

$ / pat h/ t o/ app- nane

$ app-nane &

In this example, | am running xeyes on remote gerve
$ xeyes

Sample outputs:

A1l Forwarding on O3 M w10 .8+

Animated gif 01: X11 Forwarding on OS X v10.8+. §diemo was tested on OS X 1(
Mavericks and Linux remote server.
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Edit your ~/.ssh/config fileand append the following line and you wouldn'tcdhpass
the -X option to ssh command:

Forwar dX11 yes

Finally, you carrun ssh in the background after running a GUI agfollows:

ssh user @erver -f -X app- Nane
ssh ni xcraft @as0l -f -X gpass
ssh ni xcraft @as0l -f -X xeyes

See also

e Man pagesssh_config(5)sshd(8)ssh(1)
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1 Debjit Saha January 13, 2014 at 2:25 am

How can | start other apps such as Firefox or XC@iee running them using
open command, these apps are opening in the renatesystem not in my ssh
terminal

5 of 14 8/28/2014 9:21 P



Apple OS X: Install X Window System (XQuartz) FoBI$ X11 Forwardin  http://www.cyberciti.biz/fag/apple-osx-mountaintianavericks-install-.

Reply
2 Tom Cox March 4, 2014 at 11:50 pm

When you say this:

To test X11 by running xeyes or xclock or any aeotBUI application you wish.
The

syntax is as follows on your remote server:

$ app-name

$ /path/to/app-name

$ app-name &

are these three alternatives?

Reply

3 GTFO March 21, 2014 at 8:22 am
Yup. If xclock is in PATH, you can type the follawg on remote host:
xeyes
If xeyes is not in the PATH, type full path such as

[ usr/ | ocal /bin/ xeyes

Reply
4 sunny March 5, 2014 at 4:32 am

How can | start other apps such as Firefox or XC@uee running them using
open command, these apps are opening in the renatesystem not in my ssh
terminal

Reply
5 Nico van der Linden March 5, 2014 at 10:00 am

Do anyone know if you can use XQuartz on a DIFFERENer as which you
logged on to the SSH session? | work for some ouste where you must logon
with a network account and a token to the linuximment and from there you
can su into other users.
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The X-forward runs fine for the user | used to lodput when | su in a different
user it does not accept it anymore. On windowsvags used Exceed and there
you had to set a “DISPLAY” variable under the aauiogou used to run the X
application. So if that can be used with XQuartatit would be fine as well.

Kind Regards,
Nico van der Linden

Reply
6 GTFO March 21, 2014 at 8:26 am

Usesux command — a wrapper around su which will transéamryX
credentials to the target user. If sux is not iledary xauth command.

Reply
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